ABSTRACT Internet of Things (IoT) enables modern improvements in smart sensors, RFID, Internet technologies, and communication protocols. Sensor nodes are treated as smart devices and widely used to gather and forward sensed information. However, besides intrinsic constraints on sensor nodes, they are vulnerable to a variety of security threats. This paper presents an energy-aware and secure multi-hop routing (ESMR) protocol by using a secret sharing scheme to increase the performance of energy efficiency with multi-hop data security against malicious actions. The proposed protocol comprises three main aspects. First, the network field is segmented into inner and outer zones based on the node location. Furthermore, in each zone, numerous clusters are generated on the basis of node neighborhood vicinity. Second, the data transmission from cluster heads in each zone towards the sink node is secured using the proposed efficient secret sharing scheme. In the end, the proposed solution evaluates the quantitative analysis of data links to minimize the routing disturbance. The presented work provides a lightweight solution with secure data routing in multi-hop approach for the IoT-based constrained wireless sensor networks (WSNs). The experimental results demonstrate the efficacy of proposed energy-aware and secure multi-hop routing protocol in terms of network lifetime by 38%, network throughput by 34%, energy consumption by 34%, average end-to-end delay by 28%, and routing overhead by 36% in comparison with the existing work.
I. INTRODUCTION
Wireless Sensor Network (WSN) comprises numerous sensor nodes that are linked in temporary and ad-hoc manner to sense information and forward the collected information towards a central location called base station (BS) or sink node. Unlike other traditional wireless networks [1] , [2] , there are a lot of constraints imposed on sensor nodes [3] - [6] with respect to their processing power, energy resources, memory, and storage capabilities. Actually, the basic goal of WSNs is to distribute sensor nodes randomly in unattended locations and provides the connectivity wirelessly. In traditional networks, different routing algorithms are developed to increase the performance and development of network in terms of latency
The associate editor coordinating the review of this manuscript and approving it for publication was Junaid Shuja. and delivery ratio. As structure of Internet of Things (IoT) is complex and more dynamic in an unreliable wireless environment, such traditional algorithms are not appropriate for IoT applications [7] , [8] . Due to the rapid development in IoT systems, numerous information and network threats exist that obstruct its growth [9] , [10] . Basically, data aggregation [11] - [14] and forwarding schemes can be classified into two main categories. Firstly, structure-free scheme, which collects the sensor information without any fixed structure and performs data aggregation based on the only partial information. Secondly, structure based scheme that divides the network field into different areas recognized as clusters. Inside each area, there is a unique local data-aggregator [15] - [18] node that collects data from all its associated members and performs accumulation functions. Afterwards, it transmit the aggregated information to sink node via an established communication link. In most of the WSN applications, sensor nodes operate individually and expose to various security threats. Although, different secure routing protocols are developed for wireless sensor networks [19] - [22] , they require some standard cryptography and authentication methods, and leads to high processing capability and routing cost [23] , [24] . Furthermore, such a solution does not consider secure communications on multi points against malicious nodes. As compared to single-hop communications, almost all existing solutions present multi-hop data forwarding. The reason behind this solution is because of constraint resources of sensor nodes, they have to negotiate multi-hops. However, it might happen that the forwarding node is malicious or compromised, which results in disrupting the normal operations of the network. Thus, a secure and energy-aware multi-hop routing protocol is required to exploit the hurdles for security threats in a randomized and untrustworthy environment of IoT based WSNs.
The objective of this research article is to present energy-aware and secure multi-hop routing (ESMR) protocol by using the XOR based secret sharing scheme to provide energy efficiency and reliable forwarding via secure intermediate nodes against data threats. The main contributions of the ESMR protocol in comparison with other protocols are as follows. Firstly, the ESMR protocol segments network nodes into inner and outer zones based on distance. In addition, each zone is further decomposed into different clusters using the nearest neighborhood locality. The rationale behind such nodes segmentation is to provide energy efficiency and improved network communication with minimal delay. Secondly, to cope with security and data privacy among resource constraints sensor nodes, ESMR presents a lightweight XOR based secret sharing scheme. The proposed secret sharing scheme provides data protection against malicious nodes between cluster heads and BS in a multi-hop approach through XOR mathematical operations, which results in a reliable end-to-end connection. The main aim to use the XOR operation in the proposed solution is to achieve measured calculations in cryptography with the simplest way. Moreover, the XOR encryption is easier to implement and requires less computational power in the limited resources of sensor nodes. In the end, the route maintenance scheme is accomplished to minimize the routing interruption based on quantitative analysis of the network nodes.
The said contributions of ESMR protocol provides a notable impact on the wireless medium and unreliable observing regions. Furthermore, the proposed protocol presents an improved network strength with fool-proof secure data routing in multi-hop manner under the existence of malicious threats. The rest of the paper is organized as follows. Related work is discussed in Section 2. Motivation with problem formulation is presented in Section 3. Section 4 introduces the proposed ESMR protocol with its architecture and algorithms. Section 5 presents network assumptions and model. Results and discussion of the proposed solution in comparison with the existing work is presented in Section 6.
In the end, Section 7 highlights the conclusion with future directions.
II. RELATED WORK
Recently, the wireless technology provided an opportunity to design and maintain the coverage area due to low cost smart devices. Smart devices are known as sensor nodes that have various functionalities with some constraints. Sensor nodes are interconnected in ad-hoc infrastructures via wireless links to capture the information, process it, and send it back towards the BS or sink node. Nowadays, sensor nodes are broadly explored in various applications, i.e., smart homes, smart cities, agriculture, military, and healthcare.
Different solutions have been presented by researchers for WSNs to facilitate the community in various domains. However, because of the constrained battery power on the part of sensor nodes, mostly proposed solutions have compromised network lifetime. As a result, many researchers are focused to design and implement the solutions in order to prolong the energy efficiency with improved data delivery performance. Furthermore, as sensor nodes perform communications in open media, malicious nodes can capture the information or even interrupt the data transmission. Although different solutions are presented to secure wireless sensor communication, most of them have network and computational overheads. In addition, the presented solutions provide end-to-end secure communications without evaluating the security on intermediate nodes. Intermediate nodes are treated as forwarders and it might happen that they are compromised. In such condition, the forwarders may expose secret information to stripy nodes. Security threats can be divided into active or passive attacks. In a passive attack, a malicious node only captures confidential data, while on the other hand, in active attacks, a malicious node first captures the information and then changes it and further transmits to its neighbor nodes. Therefore, applying security in a distributed and multi-hop manner by imposing a lightweight solution is another challenging task.
In recent years, cluster based solutions have been presented by the research community for the improvement of network scalability, network lifetime, and communication overheads. However, the proposed solutions are overlooked in security perspective, as open media are full of network threats and malicious activities. In the cluster formation process, the selection of cluster head is the leading part as it has to perform various other activities rather than its local information gathering.
Being a central point for all activities within a cluster [25] , [26] , cluster heads tend to be overloaded with abundant data traffic and they are vulnerable to quick energy depletion. In addition, cluster heads in wireless communications may be compromised and are vulnerable to network attacks. Thus, discovering a secure and energy efficient routing path between end-to-end points is the demanding task [27] , [28] . Moreover, the detection of malicious nodes leads to reliable routing, minimizing re-transmissions and delays.
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The first dynamic routing protocol was the low energy adaptive clustering hierarchy (LEACH) [29] that comprises numerous data transmission rounds. In LEACH, clusters are formulated based on random manner. The cluster head position is rotated by using a fixed time period. The presented solution improves the network maintenance and energy efficiency in comparison with traditional algorithms. However, the network load is not uniformly distributed among clusters. Later, PEGASIS [30] , which is a modified version of LEACH, was presented wherein all nodes are organized in the kind of a chain by using greedy algorithm. All nodes can send and receive data via their next-hops and all of them are considered that they have inclusive information of the entire sensor field. The construction of the routing chain is initiated from a further node from the BS, and whenever any node inside a chain drops its energy to certain threshold, the routing chain is again reconstructed. The main problem of this solution is the delay ratio as it is not applicable for vast network nodes density scenarios. The proposed LEACH-ensuring reliable data delivery (LEACH-ER) [31] aims to select the cluster head by using compound factors, i.e., energy and data reliability. The basic theme of the proposed solution is to reduce the packet reception rate with a cluster boundary between cluster heads and member nodes, which may lead to improved network lifetime and balanced energy consumption. However, the constructed routes are non-optimal and incur additional overheads and route breakages.
In the ambient trust sensor routing (ATSR) [32] , the authors presented an energy and trust-aware routing protocol. To detect malicious nodes, the presented solution proposes a distributed secure routing protocol and evaluates the trust value of neighbors based on trust metrics. The ATSR protocol is feasible for large scale networks, as the decision is made by using local information of neighbors. However, this protocol incurs higher network traffic due to the flooding of route request and route response packets and lead to maximize energy consumption.
A friendship based AODV (Fr-AODV) protocol [33] is presented to counter network threats and malicious nodes over the routing path. By using node reputation and node Identity factors, a trust value is evaluated. Further, an attribute number is given to individual features, which is forwarded along with the actual data. Upon receiving, if the attribute number is matched, then the data is forwarded to the neighbor node. However, the Fr-AODV protocol uses an analogous route maintenance strategy, it suffers from route re-discoveries and re-transmissions.
Trust-aware secure routing framework (TSRF) [34] is proposed to cope with the misbehavior of malicious nodes. To evaluate the nodes' trustworthiness, both direct and indirect trusts are integrated by TSRF. In addition, an inconsistence check mechanism is incorporated in the security framework of TSRF to avoid threats from malicious nodes. TSRF solely classifies malicious nodes in a multi-hop manner, however, constraint resources of WSN in data routing are overlooked, which leads to a compromised network lifetime.
In another paper, secure and energy-efficient multi path routing (SEER) [35] protocol is presented, which aims to utilize constraint resources of WSN in an efficient manner. The proposed solution makes use of multi-path among nodes for data routing and may lead to the issue of network lifetime. Nodes forward the captured information towards the sink node by exploiting their routing tables. Furthermore, based on the number of sent/received data packets in a routing path, the BS updates the status of residual energy. SEER protocol improves network consistency with respect to network lifetime and data delivery performance, however, it incurs additional overheads due to the construction of multi path. In addition, SEER lacks the capability to adapt network measurement, which results in routes uncertainty and breakages.
III. MOTIVATIONS AND PROBLEM FORMULATION
By exploring the literature review, it is determined that most of the presented solutions do not offer tolerable security measures for consistent and secure data delivery performance. Furthermore, these schemes are proposed for traditional wireless networks, thus, the applied cryptographic techniques are not appropriate for resource constraint sensor networks. In addition, to achieve a reliable data routing, the presented schemes incur high communication cost with network overheads by interchanging numerous route request and route reply updates. Also, many of these solutions do not consider the dynamic nature of sensor nodes and may lead to network congestion and frequent route rediscoveries. Most of the proposed secure algorithms evaluate their performance with standard routing protocols [36] , [37] , i.e., LEACH, DSR, and AODV. We claim that such a comparison is not admissible because the findings of network threats and malicious nodes are out of the scope for the traditional data routing schemes.
Thus, the main impact of the proposed solution is to design a lightweight energy efficient and secure protocol for WSNs in multi-hop environment. The proposed solution neither impose too many computational overheads on constraint nodes nor involves a specialized set of resources. Furthermore, the proposed solution measures network conditions on demand and dynamic detection of network threats, which may lead to improved energy efficiency and network throughput.
IV. PROPOSED ENERGY-AWARE AND MULTI-HOP SECURE ROUTING PROTOCOL
A short-term introduction of the proposed energy-aware and secure multi-hop routing (ESMR) protocol based on secret sharing scheme for restricted WSNs is discussed in this section. The details of all its components are to be discussed in the following subsections. The network nodes are decomposed into inner and outer zones based on the distance factor in the first component.
Further, by using k-nearest neighbors (k-NN) algorithm, the nodes inside each zone are organized into various clusters. All the clusters are arranged in a hierarchical form to accomplish a subsequent data routing. In the second component, the main aim is to balance the relationship between the energy consumption and reliable data forwarding, and to propose a secure multi-hop routing approach in an energy efficient manner against malicious threats. It gives a lightweight solution based on the XOR secret sharing scheme in constrained sensor nodes. In addition, it does not impose additional computational overheads on the network. In the third component, route maintenance is performed to identify faulty links in the constructed routing paths and decrease the chances of route breakages and re-transmissions. In such a case, the proposed protocol re-adjusts the forwarders based on the quantifiable measurement and may lead to improved network lifetime with enhanced route reliability. The presented experimental results outperform the existing approaches. Fig.1 depicts the ESMR protocol block diagram.
A. REGION BASED ZONES CONSTRUCTION
The n number of nodes is dispersed randomly to coverage the monitoring square sized area. After the deployment, all nodes are fixed with unique identities. The nodes have homogeneity in characteristics and limited constraints, while the sink node has the most powerful features with no resources restriction. In the beginning, the BS sends its identity and position information in the sensor field using a multi-hop manner. All nodes received the information of BS via their next-hop and store it in their routing tables. The routing tables of nodes are update based on their neighbor conditions. Afterwards, the boundary of each zone is constructed on the basis of dynamic distance threshold from the BS, as shown in equation 1. where β represents the zones β ∈ (1, 2, . . . n) and α is the preset distance. Suppose, for second zone, i.e., zone-2, β = 2 ⇔ α < Z 2 < 2α. Accordingly, n number of zones will be constructed around the BS in a circular form. The inner zone requires less transmission power to send data towards the BS directly. However, outer zones make use of their upper zones as intermediates for the transmission of sensory information in an energy efficient manner. Subsequently, the constructed zones are further decomposed into numerous clusters based on the lightweight and simple k-nearest neighbors (k-NN) algorithm, as revealed in Fig.2 . In the proposed solution, the K-NN technique is used to group the nearest neighbors into a particular cluster by using the distance function with low computation cost. The value of K is defined by using square root of the number of nodes in a particular zone. When each zone is decomposed into different clusters, then each cluster is given a unique identity to distinguish it from other clusters. Moreover, to decrease the network cost, a node which is closer to centroid is appointed as an initial cluster head inside each cluster. Basically, the centroid is a virtual node that localizes at the mid position of the cluster. Let (n 1 , n 2 , n 3 , ..., n k ), is the set of nodes within a particular cluster c i . By exploring the nodes spatial positions, the centroid c(x, y) of the cluster is calculated by
where m represents the total number of nodes within a cluster.
B. (n, n) XOR BASED SECRET SHARING SCHEME (SSS) FOR MULTI-HOP SECURE DATA ROUTING
After segmenting the region around the BS into different circular zones, Z β , the nearest region is assigned to be the zone 'Z β=1 ', followed by 'Z β=2 ' and so on till 'Z β=n '. If the data packet size is k bits and the total number of zones around the BS is ' n', then the proposed (n, n) XOR based VOLUME 7, 2019 secret sharing scheme for multi-hop routing is given by the following steps: i. The BS generates n random secret keys (S 1 , . . . , S n ), each has an equivalent size to the data packet of 'k' bits. These keys are transmitted to the corresponding cluster heads in each zone, Z β . ii. The data D n from zone 'Z n ' with a size of k bits from the cluster head is encrypte with the zone's secret key S n by performing the XOR operation, as given in equation 3.
iii. The encrypted data bits E n of a particular cluster in zone n, 'Z n ' is forwarder towards the selected cluster head in the corresponding upper zone Z n−1 . iv. When the data arrives at the cluster head in the zone Z n−1 , it is encrypted using the zone secret key S n−1 by performing the XOR operation, as presented in equation.1. v. This process of encryption using XOR operation continues from cluster heads in the lowest zones Z n to the top most zone Z 1 around the BS. vi. At the top most zone, Z 1 , the encrypted data is transmitted to the BS, which can easily be decrypted by performing XOR operations on the data with all secret keys S i , as present in equation 4.
The proposed secret sharing scheme can be performed from any zone with the fear of loss of data or inconsistency in performance.
C. ROUTE MAINTENANCE
The component of route maintenance is carried out to lessening the chances of route damages and re-forwarding. If the ESMR feels that a cluster head in the upper zone is not suitable for further data forwarding, then it initiates the discovery of alternate routing path. Mainly, the route maintenance process is called in the subsequent conditions. i. Firstly, whenever in the upper zone the energy resource of the cluster head is less than the specified threshold, the effected cluster head simply quits the data forwarding process and re-announces the election process within a particular boundary. Afterwards, a node that is nearer to the centroid is elected as a new cluster head and updates its status. ii. Secondly, the performance of the established link between cluster heads L i,j are also evaluated based on the packet delay variation (PDV) parameter. The PDV gives an absolute value, which is the difference between two consecutive packets belonging to the same communication link. Let us take an example, if packet α is transmitted and it covers t 0 time to cross the network, and packet β is transmitted and that covers t 1 time to cross the network, the PDV can be computed 4 . Data packets D n from zone Z i with a size of k bits from cluster head Ch i is encrypted with the zone secret key Z i using
Upper most zone Z i encrypts data and forwards to BS 6. BS decrypts the data using XOR and a set of secret keys S i 7. end procedure 1. procedureroute maintenance 2. while on active route 3. do 4. ifenergy threshold of Ch i in upper zone 5.
Z i < threshold then 6. announce re-election for cluster head in particular cluster C i 7. End if 8. Compute |t 0 (α) − t 1 (β)| in link L i,j 9. iftime out in packet receiving in L i,j then 10. re-adjust data forwarders 11. End if 12. end procedure using equation 5.
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V. NETWORK ASSUMPTIONS AND MODEL
This section measures the efficacy of ESMR protocol against Fr-AODV and TSRF solution using network simulator, NS2. We deployed 100 sensor nodes of homogeneous characteristics with varying malicious nodes from 1 to 5 in the network field. Malicious nodes broadcast false route response such that they are selected as forwarders for data routing. But in reality, they drop the received data packets. Initially, all nodes have 2J energy level, whereas the transmission power for each node is fixed to 25m. To measure the energy utilization over the sensor field, an energy model is utilized. We evaluate the performance results of ESMR against the existing work with respect to network lifetime, network throughput, end to end delay, and routing overhead. The default parameters that are to be used in various simulation experiments are concised in Table 1 .
VI. RESULTS AND DISCUSSION
A. NETWORK LIFETIME Fig.3 illustrates the performance of the proposed ESMR protocol in comparison with Fr-AODV and TSRF solutions in terms of network lifetime. It is seen from experimental results that ESMR protocol increases the performance of network lifetime with an average of 38% as compared to other schemes. This is done because it focusses on both energy efficiency and reliability of the network nodes. Both FR-AODV and TSRF protocols select forwarders without considering network conditions and may lead to the early energy consumption of forwarder thereby result in decreasing lifetime. Unlike other solutions, ESMR selects energy efficient and reliable forwarders in active routing paths. Moreover, the quantitative analysis also makes the energy consumption in a balanced manner among network nodes.
B. NETWORK THROUGHPUT Fig.4 exhibits the network throughput of the ESMR protocol with the comparison of other solutions under a varying number of malicious nodes. By exploring experimental outcomes, it is seen that the network throughput of ESMR carries a noteworthy influence on the routing protocol performance. It may also be noticed that ESMR made an average of 34% improvement in the network throughput in the evaluation with other solutions. This is due to the fact that ESMR has an energy efficient and robust cluster management along with the incorporation of multi-hop security. The Fr-AODV and TSRF protocols lack to detect network conditions and forward data packets on energy aware and reliable routing paths in the presence of malicious threats, which lead to a decreasing network throughput. average of 34% than existing works due to the formation of clusters based on the nearest neighborhood scheme. Fr-AODV and TSRF protocols incur higher number for route breakages, which may lead to extra energy consumption. Furthermore, under the presence of malicious nodes, ESMR outperforms Fr-AODV and TSRF due to the composition of routing paths by incorporating reliable and energy sufficient nodes, which results in reducing re-transmissions and ultimately gives a positive impact of energy utilization.
D. AVERAGE END-TO-END DELAY
The ESMR protocol is evaluated in comparison with the existing solutions under a varying number of malicious nodes with respect to their end-to-end delay. Fig. 6 exhibits that the ESMR protocol achieved 28% average improvement in the end-to-end delay as compared to other solutions under the presence of malicious nodes. Moreover, ESMR outperforms Fr-AODV and TSRF solutions due to the selection of optimal forwarders with shortest routing paths. Fr-AODV and TSRF protocols consume the energy of forwarders more rapidly due to longer routing paths. The longer distance routing paths are more prone to re-transmissions and lead to more endto-end delay. Furthermore, the existing solutions lack the measurement of quantitative analysis to identify congested and faulty links, which result in bounding the availability of wireless channels for data packets.
E. ROUTING OVERHEAD
Routing overhead gives a vital influence on the evaluation of any data forwarding protocol, as the increase in the routing overhead may lead to decreasing energy efficiency and delivery outcomes. Moreover, rises in malicious threats, frequently call of alternate route construction, and re-transmissions are increased. The ESMR improves the performance of routing overhead as an average of 36%, as data forwarding paths are constructed based on reliability and energy efficiency manner (see Fig.7 ). In addition, ESMR proposes a lightweight XOR cryptography to secure forwarders in resource constraint networks. Fr-AODV and TSRF protocols generate too much call for route re-adjustment because of additional energy consumption among network nodes. Moreover, unpredictable and longer routes in the Fr-AODV and TSRF protocols rise to a high number of route recoveries, which result in high routing overhead that puts a negative impact on the network lifetime.
VII. CONCLUSION
This paper presents the secret sharing based energy-aware and secure multi-hop routing (ESMR) protocol for IoT based WSNs, which aims to achieve reliable and energy-aware routing against the behavior of packet forwarding of malicious nodes. The ESMR protocol generates innner and outer zones based on node locations. Futhermore, using the nearest neighborhood scheme, network nodes are divided into vaious clusters. In addition, the proposed protocol provides a lightweight XOR cryptography to secure data forwarding in a multi-hop manner in resource constraint networks. The ESMR protocol directs forwarders to send data on the shortest route, which comprises of relaible and energy efficient nodes. Futhermore, the proposed protocol evaluates the quantitative analysis for a particular link to identify the congestion over it, which results in decreasing routing disturbance and retransmissions. 
